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* Ministry of Finance of the Slovak Republic

 DataCentrum
» Organisation of the Ministry of Finance of the SR
» |T support centre

* CSIRT.SK

» Computer Security Incident Response Team Slovakia
» As an independent department of DataCentrum
» Established on July, 15t. 2009

» National/governmental CSIRT QLT
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Mission and activities

* MISSION:

» To increase the protection of national information and
communication infrastructure.

* ACTIVITIES:

» Response to the information security incidents in Slovakia in
cooperation with the owners and providers of impacted parts of
the national critical infrastructure, telecommunication
operators, ISPs, and other public bodies (police, investigators,
and courts);

» Awareness raising in the field of information security;
» Cooperation with international counterparts and organizations;

» Representation of Slovakia in the field of information security
internationally.
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* Qur Active Services:

* Alerts & Warnings;
* Incident response;

* Design of countermeasures;
* Analysis of ongoing computer security incidents;

* Provide documentation to help handle certain common
incidents;

* Coordinate responses to incident handling;
* Risk and vulnerability analysis;
* Response and analysis of malicious software.
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 Qur Proactive Services: O
EXERCISES N\

International exercises
Slovak Information Security Exercise;

Education and raising awareness in the field of information
security;

Building technical capabilities;
Exercise on critical information infrastructure protection.

Penetration testing

Threats Monitoring and consultation in the field of ICT
Audits

Education and training activities
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National and International Cooperation

* Cooperation with:

Public Administration
Academia

Owners and Operators of Cl
Teleco Operators

Internet Service Providers
CSIRT/CERT community
Financial Sector

Businesses

International organizations

Anti-Phishing
Working Group
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Data Sources

3. Automated
Systems
Foreign Data Own
Sources Monitoring
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Amount of incidents reports - year 2014
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Amount of significant incidents - year 2014
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58
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M Botnets B Unauthorised acquisition of information (phishing, ...)
® Malicious code B Unavailability (DoS, DDoS, ...)

B Vulnerability M Intrusion attempt

B Abusive content (defacement, spam, ...) B Penetrations to the system

¥ Fraud M Information gathering/leak

M Other I Unauthorised information modification
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DataCentrum
Cintorinska 5, 814 88 Bratislava
WWwWw.csirt.gov.sk
tel: 02 59 278 205, 02 59 278 454
e-mail: info@csirt.gov.sk
incident@csirt.gov.sk



mailto:info@csirt.gov.sk
mailto:incident@csirt.gov.sk

